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MAKING THINGS THAT MATTER
WORK BETTER FOR EVERYONE

I’m incredibly proud of how Gemserv’s teams have supported its clients
during the pandemic. While frontline workers have been caring for the
most vulnerable members of our society, our teams have also played
a key role, ensuring the processes and procedures, the systems and
schemes, that underpin key sectors from energy through to healthcare
have continued to operate despite the disruption.
Hard work still lies ahead and 2021 will bring fresh challenges. As
we head into the teeth of winter, our hospitals, our care homes, our
support services, will be tested once more.
Yet the start of the vaccine rollout offers hope. While the darkest hour may
well come before the dawn, the end of the journey is finally within sight.
One of the exciting events that is back on the agenda next year will be the COP26
summit in Glasgow that will quite rightly draw our attention back to the challenges posed
by climate change, which will have deeper reaching and longer lasting effects than the
pandemic.
The response to the pandemic has shown us how quickly society can shift to face a
challenge. Harnessing digital technology will be key to selecting the right solutions, mining
data on consumer and business behaviour to pick the right technologies and the right
policies to reach net zero.
That shift brings challenges too. Privacy and cybersecurity must be front and centre in the
minds of policymakers, business leaders, and public sector organisations, not only as we
tackle climate change but also as we reform public services to deliver the value for money
that’s required to tackle the economic consequences of the pandemic.
The following piece contains comment and insights from our experts on what lies ahead in
2021 and beyond.
- Alex Goody, Chief Executive of Gemserv
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CYBER & DATA PROTECTION PREDICTIONS
The COVID-19 pandemic has shone a spotlight on data and security like never before – from contact tracing
and access to health information through to using algorithms to predict school exam results. As 2021 dawns, the
interactions between data and privacy will come into sharper focus.

DATA ETHICS AND RESPONSIBLE AI
Following the row over Ofqual’s algorithm to calculate
exam results in English schools, the debate over the
responsible use of artificial intelligence (AI) is likely to
gather pace during 2021. Even though Ofqual used a
relatively simple algorithm, the scandal has placed AI under
scrutiny by policymakers and the public.
Too many public and private organisations are
implementing automated-decision systems with very
little awareness of the risk of bias, with no data ethics
consideration, and with poor data governance practices.
Organisations will need to approach responsible AI from a
risk management, data governance and ethics perspective
to reduce the risk of biases and discrimination, and ensure
explainable decisions.
Responsible AI will become a key focus in 2021. An
increased demand from citizens for their data to be treated
using the highest standards will lead to data ethics being
given more importance by the UK and the EU, with AI and
data ethics frameworks on their way to being adopted
before the close of the year.
A joint approach on AI could even be found with the United
States as part of broader negotiations to replace the late
EU-US Privacy Shield following the “Schrems II” decision.
Amid discussions over a potential nationwide privacy law
in the US, there’s the potential for wide-ranging legislative
changes.

THE ‘WEAPONISATION’ OF SOCIAL MEDIA AND
THE DECLINE OF ONLINE TRACKING
There’s likely to be a rise in significant social unrest caused
by social media. From manipulating elections through to
disinformation, trolling, and deepfakes, social media will
continue to play a role, both directly and as an underlying
contributing factor.
While commentators will debate the lack of regulation,
tentative steps might be taken to limit the power of
social media. But the spread of online networks beyond
national boundaries and the lack of a joined-up approach
– between the West on one hand and countries like China
and Russia on the other – will hamper any progress.
Some of the major actors relying on social media advertising and technology firms - will also come under the
spotlight. Although the Information Commissioner’s Office
had planned to scrutinise the “AdTech” industry during
2020, the pandemic swallowed up much of the regulator’s
time and resources.

However, 2021 could see a comeback
in regulatory enforcement within
the digital advertising industry.
We could even hope to finally
see the long-awaited ePrivacy
Regulation adopted by the EU.
The trends are not positive for the AdTech industry. Any
privacy law at a federal level in the US is likely to have
an impact and could be the final straw for many players
already faced with tightening restrictions.
A raft of measures are already working their way through
the industry: Apple’s new Identifier for Advertisers (IDFA)
requiring opt-in consent; increased enforcement on opt-in
cookie banners; Google Chrome phasing out third party
cookies by January 2022; and challenges to the Internet
Advertising Bureau’s (IAB’s) Transparency & Consent
Framework v2.0.
It’s undeniable that 2021 will mark the beginning of an
important shift in the digital advertising industry. Those
who adapt will be able to weather the storm, but there will
no doubt be those who feign ignorance when it comes to
these major changes.

GDPR TO CONTINUE TO ‘GO GLOBAL’

CYBER THREATS – STARTING WITH THE BASICS

Since it was introduced in 2018, the European Union’s
(EU’s) General Data Protection Regulation (GDPR) has
become the gold standard for privacy. During 2020, Brazil
introduced its own version, Lei Geral de Proteção de
Dados (LGPD), and other countries are poised to follow suit
in 2021.

Many companies and organisations continue to overlook
the fundamentals of cybersecurity, but ever-increasing
numbers of incidents could see 2021 as the year in which
more start to pay attention. Getting the basics right is the
best way to avoid cyber-security breaches, yet too many
attacks succeed because of a lack of basic cyber hygiene.

India, the world’s biggest information technology (IT)
services provider, is likely to introduce its Personal Data
Protection Bill (PDPB), which will have a major impact
on the global digital market, with controversial data
localisation requirements. Singapore, another important
hub in Asia, is also updating its Personal Data Protection
Act to align closer with the GDPR, with changes entering
into force in 2021.

A renewed focus is needed on core aspects of security
– such as boundary controls, configuration management,
access control, anti-malware, and patching – to address
vulnerabilities. The UK Government’s 2020 Cyber Security
Breaches Survey, which was carried out before the initial
COVID-19 lockdown, revealed that attacks are becoming
more frequent, with the percentage of businesses facing
weekly issues rising from 22% in 2017 to 32% in 2020.

China unveiled its draft Personal Information Protection
Law (PIPL) in October 2020, marking the Communist
country’s first attempt to introduce a comprehensive data
protection law. Canada’s privacy landscape is also about to
undergo reform with its Consumer Privacy Protection Act
(CPPA) proposal, which intends to modernise the current
Personal Information Protection & Electronic Documents
Act (PIPEDA). The key objective is to align with the GDPR
and maintain its “adequacy status” for data flows from the
EU.

Phishing will continue to be the
number one cyber threat to businesses
and individuals in the year ahead.
The UK Government survey showed
phishing attacks accounted for 86%
of incidents, up from 72%, with viruses
and malware falling to 16% from 33%.

Perhaps the biggest changes could come in the United
States, where a federal privacy law is being mooted,
with backing from “big tech” for a harmonised national
approach. California has already pressed ahead on its
own, with voters approving the California Privacy Rights
Act (CPRA) in November 2020, building on the California
Consumer Privacy Act (CCPA) and bringing America’s mostpopulous state closer to GDPR standards.

Phishing is likely to become more sophisticated, with
the attacks getting more targeted and therefore more
difficult to spot. The profit motive driving the actions of
criminal groups will ensure that financial transactions
are the top target of phishing scams, with attackers also
using phishing to compromise users’ credentials and gain
access to corporate systems, leading to data breaches and
ransomware.

Back where it all began in Europe, we will still feel the
aftershock of the EU’s “Schrems II” decision, which
invalidated the EU-US Privacy Shield in July 2020 because
of the US government’s access to personal data. With the
consultation on the UK’s National Data Strategy closing
in December 2020, all eyes will be on how close Britain
remains aligned with GDPR – with the rest of the world
moving closer to the EU’s position, it’s hard to imagine
the UK wanting to miss out on a potential data protection
adequacy status.

In turn, those ransomware attacks will increase in
prevalence and sophistication; as more organisations fall
victim, the size of the ransom demanded is also likely to
rise, reaching tens of millions of dollars. Ransomware has
evolved as attackers seek to force companies in to paying
the ransom.
No longer content to encrypt the systems or locking users
out to prevent access to files and data, attackers are now
also stealing the data, and threatening to release the
data on the web if payment isn’t received. If this wasn’t
bad enough there have been instances of the data being
auctioned off on the dark web as an additional revenue
stream for the attackers.
Organisations will need to adapt to fight these multipronged attempts at extortion. Effective, segregated, and
tested back-ups are the main way to combat criminal
activity and need to be more heavily promoted in the year
ahead.
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THE TECHNOLOGICAL AFTERMATH OF COVID –
‘ZERO TRUST’ AND BEYOND
New ways of working during the pandemic have hastened
the demise of the security perimeter – the network is no
longer the trusted bastion. In 2021, “zero trust” will enter
the mainstream as the key approach to effective security.
Now, no network will be trusted, so the security boundary
will shift to the individual or application. This move away
from protecting many individuals within a single network
“castle” towards equipping each user with their own “suit
of security armour” will allow for remote working and the
continued development of distributed workforces.
As the spread of the internet of things (IoT) continues
with the roll-out of fifth generation (5G) network devices,
software-segmentation will be used to control the flow
of data between operational technology and information
technology. Networks will no longer be simply computers,
printers, and servers – instead, sensors, transmitters, and
receivers embedded in myriad objects will create fresh
security threats but also equally innovative solutions.

The pandemic has also brought
together the worlds of technology
and healthcare like never before.
That switch from office-based
roles to home working raises many
questions over increased employee
monitoring and protecting health
data of those returning to the office.
Those questions will continue to be answered during 2021.
Carrying out data protection impact assessments will be a
key tool as the removal of international travel restrictions
may lead to the need for vaccination certificates and to
prevent the data collected during the pandemic being
potentially put to other uses through function creep.

THERE
HAVE BEEN
INSTANCES
OF DATA BEING
AUCTIONED ON
THE DARK WEB
AS ADDITIONAL
REVENUE
FOR CYBER
ATTACKERS

All that data will also need to be protected against
cyberattacks. Healthcare is already a prime target for
ransomware, so cybersecurity and data governance will be
crucial to prevent highly sensitive data breaches.

ANDY GREEN
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Privacy & Data Protection

DIGITAL TRANSFORMATION PREDICTIONS
While 2020 was a year of innovation in digital services, the focus in 2021 is likely to be more about consolidation.
After ensuring over the past 12 months that employees could work remotely, the next step is to keep users at the
heart of digital strategies.

INCREASED ADOPTION OF DISTRIBUTED
CLOUD SOLUTIONS
Migration of services to the cloud is nothing new and
has been the bedrock of digital services for some time.
However, with more organisations adopting cloud solutions
and their users becoming increasingly distributed, a onesize-fits-all cloud solution can introduce latency and often
falls foul of data residency policy.

The traditional answer has been
“hybrid cloud” – a partial move to
the public cloud but keeping highvalue data within a private cloud.
Here, some of the advantages of the public cloud can be
harnessed, while maintaining some of the control provided
by a private cloud. But, in the same way that this provides
the best of both worlds, it also limits the ability to take full
advantage of the investment, skills and innovation that
provide much of the value in the public cloud.
The new answer is “distributed cloud”, and increasingly
vendors are providing more flexibility and scope as to how
the location of cloud services is managed. For example,
AWS Outposts extends the same infrastructure and
services to any datacentre or on-premises hosting. Over
time, it is likely that more specialised localised facilities will
allow this cloud topology to be more distributed and – like
wifi hotspots today – AWS, Azure, Google et al will have
models that support distributed cloud.

GREATER INTEGRATION OF TECHNOLOGIES
Now that “the cloud” has entered common usage, the
next phrase to make its way from the server room to
the boardroom will be the mesh. The term describes
the integration of people, devices, the internet of things
(IoT), processes, services, and data into a collaborative
environment – in other words, technologies increasingly
working together rather than individually.
Though the mesh has its origins in the digital world it is
increasingly being seen across other areas. For example,
the energy mesh has involved small-scale power
producers being integrated into the wider grid of largescale power plants.
Feed-in tariffs for household solar energy producers is
one step along this path. With the increasing availability of
electric vehicles (EVs) and storage batteries, it will soon be
possible for households to buy energy at low prices and
sell it back to the grid at higher prices.
Devices need to be intelligent enough to know the current
cost of electricity and to predict usage. A vehicle parked
over night or an empty house need to know when they can
feed power back into the energy mesh.
The cybersecurity mesh involves a distributed architectural
approach to scalable, flexible, and reliable control. Many
assets now exist outside the traditional security perimeter,
like smart house doorbells or cameras.
The cybersecurity mesh allows a security perimeter to
be defined around the identity of a person or an object.
Instead of forming a perimeter around a location or “walled
city”, policies will adapt to a “suit of armour” around an
individual.
Finally, the data mesh is a shift in how big analytical data is
managed. Instead of having a single monolithic data lake,
ownership of data is distributed, and so data governance
models need to shift. Data analysis needs to be treated as
a product that domains can share with each other.

CITIZEN PROGRAMMER AS THE NORM
While office-based functions have moved – with varying
degrees of success – into a “work from anywhere” culture
during the past year, this has focussed largely on ensuring
workers have access to the right systems and the right
data to let them work from their own kitchen rather than
their company’s office. Greater use of Zoom and Microsoft
Teams has facilitated meetings, and greater use of online
collaboration tools has improved interactions in the
development of ideas.
If this move away from the office is to continue then some
of the ordinary tasks that are easier face-to-face need to
be viewed through the remote lens. For example, the way
teams are managed needs to change, for example keeping
track of who’s doing what, or getting ideas ready for the
next team meeting.
These tasks can be accomplished via email, but it’s often
time consuming. In the “old days”, those jobs would have
been completed quickly through a discussion in the openplan office – shouting a question to a colleague is much
harder on Zoom.

Writing programs to manage
workflows, tasks and activities
used to take lots of effort, but
tools are now available to help
even non-programmers build such
applications. This “democratisation
of programming” uses tools like
Amazon Honeycode and the Power
Automate function in Microsoft Teams.
Typically, low-code and no-code platforms operate in
narrow and specific domains but come with a number of
risks. Putting the power of these tools in the hands of nonprogrammers can lead to the development of applications
without the design and rigour that software engineers
bring – and if these applications are used in businesscritical situations then this lack of discipline can be a huge
problem.
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THE RESPONSIBLE ADOPTION OF MORE
SOPHISTICATED AI TECHNIQUES
Artificial Intelligence (AI) and machine learning continue
to show rich promise across a wide variety of sectors and
applications. More and more, they are augmenting human
decision making, and the insights can lead to direct action
– especially where the decision making becomes fully
automated.

This is most effective where the AI
is closest to the work being done,
operating in real-time and able to
carry out decisions there and then.
Where this has a consumer focus – such as with Amazon’s
Alexa and other personal assistants – this allows
organisations to capture information, which they can
then use to enhance products and offer better value to
customers.
As the A-Level controversy in England showed over the
summer, equations and algorithms need to be checked to
make sure they aren’t biased. The governance surrounding
the deployment and management of AI has been
increasingly concerned with trust, transparency, ethics,
and fairness, which has resulted in a more-responsible use
of AI, with greater visibility of how they are compliant with
best practice to eliminate bias.
AI impinges on other digital innovations and will become
increasingly used in technologies such as augmented
reality (AR) and virtual reality (VR) to fill in the gaps when
these innovations need to operate in real-time to support
more realistic ways of working digitally. In engineering too,
AI techniques are being used to provide more intelligent
decision making when aligned to 3D-printing, adapting
to variations in the physical environment and allowing for
greater personalisation.

USING DATA TO CHANGE BEHAVIOURS
The IoT is allowing massive amounts of data to be collected
across numerous sectors. This influx of data has affected
everything from the way services are designed to the way
business decisions are made.
The size of the IoT market is expected to grow from $20.2
billion in 2020 to $35.2 billion by 2025. That growth will
be driven by a wide variety of factors, from preventing
cyberattacks to boosting business productivity.
The next step is what has been termed the “internet
of behaviours” – using people’s behaviours to inform
decisions. Once behaviours are understood, changes to
them can be encouraged for greater benefit.
For example, the increased use of home deliveries during
2020 illustrates why it’s important for delivery companies
to understand their drivers’ behaviour – how fast they
drive, how aggressively they brake, which routes they take.
This information can be collected and analysed using big
data techniques, with drivers given incentives to change
their habits and save the company money.
Similarly, wearable devices are helping health and social
care providers to monitor the health and behaviour of frail
and vulnerable people, so they can live in their own homes
for longer. A simple example is the use of smart energy
consumption data to build a picture of what “normal” looks
like for an individual, and then act on any deviations – if
Margaret doesn’t switch on her kettle at 6pm like she does
every evening then she may have had an accident and her
home help can be alerted to give her a call to check she’s
ok.
In a similar vein, wearables could be used to measure and
monitor the behaviour of people working from home or
in remote locations. If a company or an organisation can
support its members of staff to work outside the office then
the explosion in home and remote working could be here
to stay.

EDWARD WILLIAMS
Head of Digital Services

GRAHAM PATTERSON
Head of Technology Office
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ENERGY PREDICTIONS
The combination of a new occupant in the White House and the world’s focus falling on Glasgow for the UN’s climate
change summit will drive the international energy agenda in the year ahead.

GREATER CONSUMER ENGAGEMENT
Since the UK’s gas and electricity markets were opened
up to competition in the late 1990s, the retail governance
arrangements have been managed by a number of
separate – but interconnected – codes of practice. These
rules and governing bodies were established by the largest
energy suppliers and were, largely, created to protect their
interests and their business models.
At the time, this was not an unreasonable position. It
reflected a nascent market craving stability and security,
while it learned, developed, and grew. Change was slow
and the process for changing suppliers even slower.
However, as technology has evolved and consumer
behaviours have changed, there is need for a more flexible
regulatory framework that is both more accommodating for
new business models and also more considerate of how it
engages with, and treats, the end user.
The regulator has been working hard not only to increase
consumer engagement in changing their energy suppliers
but also to improve the associated switching systems and
processes. That work will take a major step forward during
2021 when both a new governance framework – the Retail
Energy Code (REC) – and a new Centralised Switching
Service (CSS) go live.

That combination of the REC and the
CSS represents a more innovative
and consumer-focused approach.
They should also encourage
greater competition between the
companies that want to supply
customers with gas and electricity.
That means 2021 could see regulators, distributors,
suppliers, and service providers truly put the consumer at
the heart of the retail energy market. Consumers will also
gain more control over how their data is used.
That focus on data alongside energy will be crucial in the
years ahead, as demand-side response plays a greater role
in balancing an electricity system that will be dominated by
intermittent renewable power. The combination of smart
meters, battery storage, and balancing mechanisms will
start to take a clearer shape over the next 12 months.

FLUCTUATIONS IN CONSUMPTION PATTERNS
HERE TO STAY
The ever-changing sequence of national and regional
lockdowns has turned traditional gas and electricity
consumption patterns on their head. During the spring,
the balance of consumption switched from commercial to
residential as hundreds of thousands of workers were sent
home from their offices.
Although consumption returned to within touching distance
of normal levels over the summer...

...several patterns have emerged,
such as the lack of a daily commute
pushing peaks in the consumption
curve to later in the day.
During televised addresses from the Queen and Boris
Johnson, National Grid even noticed the return of the
traditional TV “pick-up” as house-bound viewers turned
their kettles on at the same time – a trend that even
occurred after the Thursday night “clap for the NHS”.
Changes to those consumption patterns during 2021 will
depend on the speed and spread of the vaccine rollout.
While the inoculations will allow some workers to return
to their offices, many companies will be pondering the
potential cost savings of leaving at least part of their
workforce to carrying on with remote working.
For many people, working from home could be here to
stay – whether through their own choices or those of their
employers. Analysts predict that energy consumption
could paradoxically increase because domestic heating
and lighting – and insulation – aren’t as efficient as in most
workplaces.
When furlough eventually ends, those left without jobs will
face the hardship of heating their homes while job hunting
or on benefits. Others will be wary of their lack of job
security as the economic consequences of the pandemic
begin to hit, and so may trim their gas and electricity
consumption to start saving money for the rainy days
ahead.
Either way, the chances of returning to “normal” gas and
electricity consumption patterns are slim. Instead, the “new
normal” could well include different peaks and troughs in
consumption, which will tie into the wider trends that will
come from smart meters and the introduction of electric
vehicles (EVs).

US PROVIDING GLOBAL LEADERSHIP ON
CLIMATE CHANGE

COP26 TO SPARK GREATER INTEREST IN
RENEWABLES

Under Donald Trump, there was a major shift back to
traditional fossil fuels like oil and coal as part of his efforts
to support economic regeneration, as well as feeding into
his rejection of climate change concerns.

While it’s become a polarising issue in the US – often along
party lines – opinion polls show the British public are more
supportive of policies to tackle climate change.

When Joe Biden is inaugurated as
the 46th president of the United
States, the country’s energy policies
will change. The president-elect
is proposing net zero electricity
production by 2035, with $2 trillion
of investment in energy efficiency
measures for four million buildings,
and no fracking on federal land.
Once the US begins providing global leadership on climate
change again, there will be a shift in other countries’
net zero policies too. Decarbonisation and low-carbon
technologies will become increasingly attractive for
investors and for industry as the world chases the green
dollar.
Many of the measures contained within the UK
Government’s Energy White Paper and Prime Minister Boris
Johnson’s recent “Ten Point Plan for a Green Industrial
Revolution” will sound familiar on the other side of the
Pond. Politicians on both sides of the Atlantic realise that
boosting renewable energy production needs to go handin-hand with creating “green” jobs and revitalising former
industrial areas.

Which directions those measures should take will come
into sharp focus in November when the 26th UN’s
Conference of the Parties (COP26) rolls into Glasgow.
The climate change conference will bring together the
world’s leaders to agree tougher binding targets to reduce
greenhouse gas emissions and move closer to net zero.
That focus on the environment will play out in two ways
domestically – from a household and from a business
perspective. On the business front, expect campaigns such
as RE100 to redouble their efforts to sign-up members both
before and after COP26, as companies commit themselves
to only using renewable energy.
They’ll be in good company – Amazon’s recent signing of
the world’s largest single site corporate power purchase
agreement to buy electricity produced by a wind farm in
Scotland is a sign of things to come. Surveys show that
consumers want to buy goods and services from brands
that can demonstrate their commitment to climate action,
so expect to see more businesses walking the walk, not
just talking the talk.
Households will also be focusing on the impacts of
their actions too. If more people are choosing to work
from home – or have become a permanent part of their
employers’ remote workforce – then they’ll be keeping a
closer eye on their gas and electricity bills.

If energy companies can set attractive
prices then we could see more
consumers moving over to greener
tariffs. Those households that are
able to install solar panels or other
small-scale renewable energy devices
may also take the opportunity to
become more self-sufficient in terms
of generating their own electricity.
At a macro level, there will be pressure on the UK
Government to lead by example in the run-up to the
conference and the recent publication of the Energy White
Paper and a new emissions reduction target have set the
direction of travel.
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DISCUSSIONS OVER BREXIT DETAIL TO
CONTINUE, BUT NO RISK TO ENERGY SUPPLIES
For the energy sector, the uncertainty of Brexit has mainly
focused around security of supply across new borders
and the impacts on company ownership. While there was
never any expectation that interconnectors would be “cut”
or fuel ships blockaded, clarity was still needed on how a
full range of new commercial, legal, technical, and political
requirements would be addressed.
Even if a headline announcement is made before
Christmas, in all likelihood detailed negotiations will still
be going on while the majority of us are enjoying the
Hogmanay celebrations. However, whichever way the
final decision goes, there is confidence at government
and regulator-level that supply will continue without
interruption.
With plenty of gas reserves and increasing sources of
electricity from renewables, there is little concern for a
post-Brexit blackout.

GRAEME FORBES
Head of Energy Market Solutions

THE CHANCES
OF RETURNING
TO “NORMAL”
ENERGY
CONSUMPTION
PATTERNS ARE
SLIM. INSTEAD,
THE “NEW
NORMAL” COULD
SHOWCASE
DIFFERENT
PEAKS AND
TROUGHS IN
CONSUMPTION

GEMSERV’S 2021

HEALTH
PREDICTIONS

HEALTH PREDICTIONS
As one of the few areas of the public sector that’s unlikely to come under pressure during the UK Government’s latest
spending review, healthcare has an opportunity to take the best of the lessons it learned during 2020 and begin
rolling them out at scale during 2021.

COVID-19 TO DOMINATE NHS OPERATIONAL
AGENDA
Next year will begin on the same note that 2020 ends
– with the COVID-19 pandemic dominating almost every
aspect of the NHS’s operations. When 2021 rolls into 2022,
the impact of COVID-19 will still be felt.
The initial focus over the coming months will be on the
rollout of Pfizer’s vaccine, and hopefully the Oxford and
other vaccines as well.
Each vaccine will present its own logistical challenges and
getting the right amount of vaccine to the right sites will
be key, so precious doses aren’t wasted. Inoculating care
home residents and those cared for in their own homes will
be especially tricky and will need careful planning so that
the people at the greatest risk from the virus are protected.
Making sure that enough phials are in the correct locations
for the second injections will also present a challenge.
Pfizer’s vaccine requires 21 days in between doses, while
the Oxford inoculation needs 28 days.
As well as dealing with the pandemic itself, the health
service must also deal with the backlog of scans,
diagnoses, appointments, and operations that have been
building up over the past nine months.
While many more services have been operating this winter
than during the initial UK-wide spring lockdown, doctors,
nurses, and other healthcare workers have been stretched
to their limits over the past year and they now face the
herculean task of working their way through the backlog
too.
Every operation, appointment, or other interaction that was
cancelled due to COVID-19 has added to the NHS’s waiting
lists. The number of patients waiting more than one year
for treatment has risen to 107-fold its 2019 value, according
to the British Medical Association’s analysis of the latest UK
Government figures.
Even if we were able to optimise every aspact of care an
incremental increase of capacity of between 10% to 20%
would still take many years to filter through and reduce
waiting times. More fundamental approaches are needed
to increase capacity.

LEARNING TO LIVE WITH THE VIRUS
While there is light at the end of the COVID-19 tunnel, it’s
important to understand the potential length of that tunnel.
While it’s natural to get excited about the vaccines starting
to be approved and rolled out, it’s sadly not as simple as
flicking a switch to end the crisis.

Even excluding children, it will take
months to inoculate the entire
population of the UK. Rules to limit
the number of people who can
meet together will be with us for a
long time to come, along with social
distancing and face coverings.
That’s even before antivaxxers – and those with genuine
concerns – refuse to be inoculated. None of the vaccines
will work unless enough people roll up their sleeves.
Dealing with just our domestic cohort isn’t enough either. If
we want to be able to fly around the world again then we
need to look at vaccination from a global perspective.
Studies have shown just how quickly new strains of
the virus were brought into the UK after people started
returning from their brief summer respite. We live in an
inter-connected world.
Instead, we need to find ways of living with the virus in the
medium term. We need to be prepared to continue putting
the needs of other people before our own needs.
Supporting vulnerable members of society isn’t simply the
responsibility of health and care workers. We must all avoid
crowds, stick to the rules, wash our hands, wear our face
coverings, and be patient with each other.

ACCELERATION OF DRUG DEVELOPMENT
It’s hard to recognise the positive side of a global pandemic
– yet there have been bright spots during the past year.
One of those shining beacons has been the speed with
which vaccine candidates have been developed and put
into clinical trials.
Companies, universities, and regulators have worked
together in harmony like never before. Drug developers
have taken on the risk of manufacturing doses even before
regulatory approval – although that’s also a sign of the
confidence in the underlying science.

The challenge for 2021 is to maintain
that momentum. Once COVID-19
is tamed, there will still be many
hundreds of diseases claiming
the lives of millions of people
each year, all of which could be
cured or at least eased through
coordinated scientific research.
The mRNA vaccines in particular have demonstrated the
benefits of technology, while the platform on which the
Oxford solution is based also has multiple applications.
Developing new ways to create vaccines and other
medicines holds the key to saving and changing lives.
Google’s DeepMind Artificial Intelligence (AI) breakthrough
is another prime example of how technology will continue
to revolutionise both science and medicine. DeepMind’s
AI has solved a 50-year-old puzzle about the shape into
which proteins will fold, a key factor in understanding the
building blocks of cells.
Advances don’t just take place in laboratories. The past
year has also taught us that regulators can up their game
too when needed.
The speed with which the Medical & Healthcare Products
Regulatory Authority (MHRA) was able to approve Pfizer’s
vaccine was down to its openness to analyse data while
it was being gathered, rather than waiting until the end of
the process. Examining the advantages and disadvantages
of during the coming year will be key to reshaping rules
and regulations to speed up drug development while
maintaining patient safety.
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PACE OF DIGITAL TRANSFORMATION TO
ACCELERATE
The digital transformation of our health service has been
accelerated out of all recognition during the pandemic, with
tasks that had been planned to take months or even years
being completed in a matter of days and weeks.
While video calls may have become the bane of people’s
lives if they’ve been trying to work from home, the
same underlying digital infrastructure is revolutionising
healthcare delivery – a trend that will gather even further
pace during 2021. In England, the NHS Long Term Plan
promises that every patient will be offered digital-first
primary care by 2024, with an interim target of video
consultations being available by April 2021.
Anecdotal evidence suggests general practitioners
(GPs) had mixed experiences with remote consultations
during the initial national lockdown. Those that already
used technology seemed to cope but, for those who
had technology thrust upon them, there was a more
fragmented picture.

Remote consultations are here to
stay. The challenge is to make sure
that GPs have the right training to
use the technology and that patients
have confidence in their doctors’
and practice nurses’ abilities.
Digital transformation isn’t limited to primary care though.
Part of the solution to tackling the 107% backlog and
waiting lists that have spiralled during the pandemic will be
for a significant proportion of consultations to take place
remotely.
Coupled with the potential for telemedicine to service rural
communities – especially if they can’t access centralised
provision until the vaccine rollout reaches them – 2021
needs to be the year that digital transformation gets back
on track. Memories of the UK Government’s ill-fated track
and trace app in England must be dispelled with successes
in other fields.
Security and information governance needs to be
addressed around technology that was rapidly deployed
and skipped some of the normal deployment rules during
the emergency. Ensuring that patients’ data is secure will
be a key factor as further services are rolled out.

PROGRESS TOWARDS NET ZERO
During the COVID-19 pandemic, the Scottish Exhibition &
Conference Centre (SECC) in Glasgow was transformed
into NHS Louisa Jordan, one of the emergency Nightingale
hospitals designed to cope with the spread of COVID-19.
Come November, the SECC will have switched back into
a conference venue so it can host the 26th meeting of the
United Nations’ Climate Change Conference of the Parties
(COP26).
Seen as the spiritual successor to the 2015 Paris
Agreement, Glasgow will be the moment when countries
are expected to up their game when it comes to cutting
carbon dioxide emissions and tackling climate change.
The UK has already committed to a net zero target and the
pressure will be on the host nation to demonstrate that it
can walk the walk as well as talk the talk.
When it comes to the NHS, there is a link here to the
acceleration of digital transformation. In England, a net zero
target has been set for 2040, with the NHS’s supply chain
aiming for 2045. It is estimated that cutting 124 million
outpatient appointments each year could mean 100 million
fewer car journeys. A 30% cut to GP appointments would
save 300 million journeys each year.
As well as the climate benefits, reducing emissions will
have a positive effect on people’s health too. Reaching the
UK’s Paris goals could see more than 5,700 lives saved
every year from improved air quality, 38,000 lives saved
every year from a more physically-active population, and
more than 100,000 lives saved every year from healthier
diets, according to the NHS’s net zero report.
Once COVID-19 has become a topic for heated historical
debates instead of dinner table conversations, it will be
climate change that shapes the future of the NHS. Digital
technology has a key role to play in determining the
direction of that journey – not just in 2021 but beyond.

DAVID NEWELL
Head of Health Solutions
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As anticipation mounts ahead of the rescheduled COP26 climate summit taking place in Glasgow at the end of 2021,
commitments by governments and businesses to the low carbon transition will be firmly in the spotlight throughout
the year ahead.

GREEN JOBS TO FUEL ECONOMIC RECOVERY

HEAT’S ROLE INCREASINGLY IN FOCUS

The financial impact of the pandemic presents what is
seen as an unprecedented opportunity for governments to
recalibrate economies by investing in low carbon sectors
with the potential to create significant numbers of new
jobs.

Decarbonisation progress in electricity generation to
date has been impressive. In the UK a six-fold growth in
renewable power has seen the electricity system more
than halve its carbon intensity in the last decade.

That potential was underlined by UK
Prime Minister Boris Johnson with
the launch of a ten-point plan for
a green industrial revolution which
he said will create and support
up to 250,000 British jobs across
clean energy, transport, nature
and innovative technologies.
Research by the Institute for Public Policy Research
believes the potential for low carbon jobs could be even
greater, with the opportunity to create more than 200,000
jobs in energy efficiency alone by 2030, and 70,000 jobs in
offshore wind as soon as 2023.
Although the continuing decline in the oil and gas sector
is expected to lead to job losses in the North Sea, there
are hopes that investment into clean energy could more
than offset the decline of fossil fuels and see overall
employment levels increase from the current position.
Expertise developed by major players in the oil and gas
sector could play an important role in the development
of infrastructure for new developments such as floating
offshore wind projects and carbon capture usage and
storage facilities. Steps to decarbonise heat will need gas
engineers to be retrained to be able to service heat pumps
or potentially install hydrogen boilers.
To capitalise on this potential, there will need to be
significant focus in the year ahead on agreeing the detail
of how the net zero transition will happen, alongside
training and reskilling programmes. Effective collaboration
between government and industry groups coupled with
well-targeted investment in training programmes has the
potential to create a wave of stable, future-proof jobs and
help accelerate the transition to net zero.

However, the challenge of providing low carbon heat
alongside improving the fabric efficiency of buildings
means much more will need to be done and 2021 is
expected to be the year that a detailed approach is
included in the decarbonisation roadmap. As one of
the largest sources of carbon emissions in homes and
workplaces, decarbonising heat will be crucial to enable
the UK to make the progress needed to achieve net zero.
With only around 5% of UK homes currently having access
to low carbon heating, it will require a major shift in the
years ahead and 2021 will be crucial in deciding how that
will be achieved.
The UK Government’s Heat and Buildings strategy, which
is expected to be published early in 2021, will set out
how it plans to stimulate the sector. Heat networks, which
take heat from a central source and deliver it to multiple
domestic or non-domestic buildings, are expected to be a
major part of that strategy and build on existing initiatives
such as the Heat Networks Investment Project (HNIP) which
has made good progress in helping develop a sustainable
heat network market.
A significant scale up in the use of heat pumps has already
been flagged, with a target of 600,000 installations a year
by 2028 alongside the phasing out of gas boilers in new
homes.

Such an ambitious shift will also
require a major push on training
and investment to ensure installers
have the necessary skills to fit
and maintain heat pumps.
The potential role of green hydrogen to help heat
properties will also be a focus and 2021 will see a worldleading trial getting underway in Scotland to fit free
hydrogen boilers and cooking appliances to around 300
homes. Further steps to explore the potential for hydrogen
to play a greater role in the UK’s energy system will come
with the publication of the UK’s first national Hydrogen
Strategy due to be published before COP26.

DOMESTIC ENERGY EFFICIENCY DRIVE

ROADMAPS FOR ACCELERATED EV ROLLOUT

The shift in working patterns brought about by COVID-19,
which has led to increased domestic energy consumption,
has further highlighted issues around energy efficiency
across the UK’s housing stock.

With governments setting ambitious targets for the phasing
out of new fossil-fuel powered cars, 2021 will need to
see major progress in terms of preparing for the huge
investment in infrastructure but also in the development of
supportive policy and regulation.

Significant strides have been made in improving efficiency
across commercial property in recent years, but with
homes in the UK accounting for 20% of carbon emissions
and 35% of energy consumption, improving fabric
efficiency is a key challenge, particularly as heat pumps are
deployed at scale to replace gas central heating.
In response, the UK Government has recently announced
plans to extend the Green Homes Grant scheme that
provides support towards the cost of installing energy
efficient improvements to homes. This is a welcome step,
but the energy efficiency challenge is significant and will
require further government and market action to achieve
the required decarbonisation trajectory to net zero.
One area likely to see more attention ahead is social
housing and exploring ways to incentivise investment in
energy efficiency measures, perhaps through mechanisms
which enable both landlords and tenants to reap the
rewards of investment in improvements.
Given the link between better quality housing and health,
there are also potential benefits for the public purse in
terms of reduced healthcare and social care costs. These
are traditionally difficult to attribute, which will be a key
hurdle to overcome in developing mechanisms to stimulate
investment in energy efficiency.
The development of public/private financing initiatives
focused on social housing efficiency could deliver
significant benefits in terms of reducing carbon emissions,
improving health outcomes and reducing costs to tenants
Many large energy users are already benefitting from
taking a more flexible approach to their consumption
through developments such as demand-side response.
The markets for distributed flexibility are expected to
significantly increase to help the grid manage the growth
in variable renewable generation. The year ahead could
also pave the way for households to participate in flexibility
markets at scale.
Development of new business models could enable
domestic demand to be aggregated and traded on
the flexibility markets, helping support a whole system
approach to decarbonising the grid. The development
of new standards could enable households to give third
parties control of their appliances at agreed times to
enable models to develop.

The UK has recently brought forward its end-date for
the sale of petrol and diesel cars to 2030 and the Irish
Government has a target for a million electric vehicles
(EVs) to be on the roads by 2030. In the UK, a delivery plan
setting out key milestones to achieve the new phase out
dates is expected to be published in 2021.
Although EVs are seeing rapid percentage gains in sales, it
is from a very low base in terms of the overall market. With
firm and stretching targets in place, a key issue now is how
to scale up the infrastructure needed in a commercially
viable way. Although there are already significant numbers
of charging stations, they only meet the needs of a
very small percentage of total travel demand. Such low
utilisation poses a major challenge in terms of commercial
viability of future investments, which in turn creates
uncertainty around uptake of electric vehicles.
In the UK, the Competition and Markets Authority (CMA)
will be carrying out a market study during 2021 into EV
charging to ensure the sector works well for people now
and in the future. The study will look at how to develop
a competitive sector and attract the private investment
needed and how to ensure people using electric vehicle
charge points have confidence they can get the best out of
the service.
Steps to encourage greater take-up of EVs is part of a
wider vision of the decarbonisation of transport in urban
environments which will increasingly gain traction in
2021. A digitally integrated approach can optimise and
accelerate the reduction in transport emissions. Intelligent
transport networks will be able to predict demand and
avoid disruption, making urban areas safer, healthier and
more pleasant.
Although much of the current focus is on EVs, the
decarbonisation of rail, aviation and marine will also need
to see meaningful progress in 2021 to ensure net zero
ambitions are on track. The boom in cycling seen during
lockdown also provides an ideal opportunity to further
promote ‘active travel’ as part of wider transport strategies.

MATTHEW KNIGHT
Head of Low Carbon Solutions
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All eyes will be on Chancellor Rishi Sunak in March when he steps out from 11 Downing Street to deliver his maiden
budget. While his spending review in November was the carrot, be prepared to see the stick come spring.

TIGHTENING BELTS

THE KNOCK-ON EFFECT

It’s a looming reality that the UK Government will have to
cut its spending to cope with the cost of the COVID-19
pandemic. While the mood music around Westminster has
been clear – there will be no return to the age of austerity
that followed the global banking crisis – ministers and
civil servants will still need to tighten their belts in order to
retain the confidence of the world’s financial markets.

No matter where the axe falls or the scythe slices, there
will be a knock-on effect throughout the public sector’s
supply chain. It may be public sector agencies that see
their budgets being cut, but it will be their private sector
suppliers that feel the full force of the impact.

Government borrowing remains at levels never seen in
peace time. In order to keep borrowing money at low rates
of interest, the Chancellor will need to demonstrate that he
has a plan to grow the income from taxation coming into
the Treasury and cut expenditure.
What will be the knock-on effect for government
departments and the wider array of public bodies? Much
will depend on the roll out of the vaccine in the coming
weeks and months.

In simple terms, the closer to normality
we can get in terms of consumer
confidence – and spending – then the
lower the level of cuts that will need
to be borne by the public sector.
If tax receipts don’t rise then the Chancellor will be
sharpening the scythe hidden inside his red box before he
heads to the dispatch box in the House of Commons.
Infrastructure spending is likely to be maintained. Expect
more talk of roads and bridges, grid connections and cyber
warfare. How much day-to-day spending needs to be
sacrificed to fund such capital expenditure largess remains
to be seen.

Public sector bodies must continue to demonstrate nearterm value for money on any investment. Their suppliers
will be expected to do the same.
For example, digital services cost local government a
fraction of an in-person meeting. The restrictions imposed
by national and regional lockdowns have shown the
potential for civil servants, council officials, and other public
sector employees to work from home, rather than travelling
far and near to have face-to-face meetings.

Yet the COVID-19 pandemic has
also thrust the plight of vulnerable
citizens into the spotlight.
While two office-based workers can comfortably hold
a meeting over Zoom or Teams, the same can’t be said
for frontline workers, who need to have the resources
available to go and deliver services to vulnerable people
when and where they need them.
Finding the right balance between online and in-person
services is going to be crucial during 2021. Although the
“COVID excuse” may have given service providers some
leeway during 2020, getting the balance right is important
not just for the customer service experience, it is critical to
ensure digitally and financially vulnerable customers can
access public services.
How can the journey towards digitalisation continue while
still being inclusive? There are some excellent resources
and examples of best practice available from the London
Office of Technology & Innovation (LOTI) that can help
the public sector on its journey through 2021, ranging
from how to measure the effectiveness of technology for
assisted living, so people can continue to stay in their own
homes, through to tackling digital exclusion.

BUILD BACK BETTER

TIME TO TAKE STOCK

That balance between online and in-person epitomises the
importance of not simply accepting a “return to normal”
but instead pushing to “build back better” following the
pandemic. Public sector organisations can be both an
enabler and a beneficiary from that process.

The year ahead cannot simply be all about “do, do,
do” either. As well as taking action, it’s also going to be
important to take stock and analyse what’s happened over
the past 12 months.

For example, can digital innovation help cut carbon dioxide
emissions from public sector agencies while also saving
them money? The answer – in so many situations – is a
resounding “yes”.
With the 26th meeting of the United Nations’ Climate
Change Conference of the Parties (COP26) looming in
Glasgow in November 2021, the pressure will be on public
bodies to not only cut their own carbon dioxide emissions
but also to measure emissions within their supply chain and
begin to trim those too.

With the eyes of the world focused
on the UK as the host nation for
the climate change conference,
there will be no hiding and no
opportunities for “green wash” –
actions will speak louder than words.
As well as embedding environmental sustainability into its
supply chains, the public sector will also use 2021 to place
social value at the heart of procurement too. While some
large companies may try to use well-worded corporate
social responsibility (CSR) slogans as part of tick-box
exercises, it will be the responsibility of public sector
procurement officers to make sure that social value can be
questioned, measured, and audited in a meaningful way at
scale.
The pandemic has shown us the need for resilient supply
chains, highlighting the importance of measures such as
the Network & Information Systems Regulations, which
came into force back in 2018 to establish a common level
of security for network and information systems among
organisations that operate within the UK Critical National
Infrastructure (CNI).
Over the next 12 months, organisations will take a deep
dive into the resilience of their supply chains, scaling up
their audits to encompass all suppliers. What is critical to
the way we work and live? And how can we make sure
those products and services are resilient?
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Taking stock will extend far beyond simply looking at the
resilience of supply chains or the carbon dioxide emissions
of our offices, vehicles, and processes. Agencies will be
exploring the whole gambit of their operations, including
digital services.

Many organisations have leapfrogged
through their digital transformation
journey. What was scheduled to take
years was implemented within a
few short weeks or months to make
sure staff could work from home.
What does that mean for the next three years? For some,
it will mean taking a careful look at the systems and
procedures they put in place – were they up to scratch?
For others, it will be an opportunity to innovate. Now that
they have the right processes in place, how can they
harness their flexible workforce to deliver even better
public services?
Organisations will and should take a critical look at their
investments – are their systems working as one, or were
there rushed investments to go digital for home working?
Or as people go back to the office, are workers returning
to using the same old systems, meaning organisations
are doubling up on the number of systems they have to
maintain?
Another factor is whether agencies got their security
controls right or not. The recommendation from the
National Cyber Security Centre is to go and take another
look at the policies put in place back in March 2020.
What do they need to look like in 2021? Is the risk appetite
for shadow IT actually correct for every organisation?
Public bodies need to avoid the temptation to raise the
bar so high that people struggle to comply. Information
Systems should work for the public sector employees and
stakeholders, not the other way around.

AVOIDING ‘COMPUTER SAYS NO’
That pressure to make sure security is maintained without
compromising service delivery is also true when it comes
to automation. It’s a perennial topic about which the
private sector likes to talk while the public sector glances
nervously at its shoes.
Digitalisation and decarbonisation will each drive resilience
– but the jury is still out when it comes to automation.
While it’s tempting to think that the public sector must
follow the private sector’s example – with everything from
supermarket checkouts to takeaway ordering becoming
automated – agencies need to pause for a moment and
consider the implications.
Does removing the human factor make us more resilient, or
does it create a “computer says no” situation? It would be
unacceptable for vulnerable people – or anyone else – to
be denied access to public services due to a stray line of
programming.
Perhaps the lesson that 2020 has taught all of us is to
consider the delivery of public services from the citizen’s
point of view? Maybe it’s time to embrace inclusion, not
automation for automation’s sake. Then we can really build
back better.

CECILIA MACLAREN
Head of Public Sector Solutions
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