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IS DATA PRIVACY RELEVANT FOR A 
CONSTRUCTION INDUSTRY BIG DATA PROJECT?

The construction industry is one sector that has been hit 
particularly hard by Covid-19, with government guidelines 
constantly changing, the industry has been forced to adapt.  

As a result, the pandemic has accelerated the adoption of 
technologies that are changing business models globally, 
particularly to improve collaboration, productivity and profit 
margins. 

Today’s construction firms are starting to 
adopt collaborative technologies such 
as common data environments to create 
real-time, cloud-powered analytics.

These technologies will help to mine large structured and 
unstructured data repositories to make sure all stakeholders 
– architects, consultants, engineers, subcontractors, specialist 
tradespeople, clients, operators, agents, and suppliers – are on 
the same page and informed with real-time data. 

These technologies have the potential to redefine the industry 
by offering game changing benefits and whilst these tools 
improve productivity in real time, they are perhaps more 
significant in paving the way for more disruptive technologies to 
be adopted in the future.

WHAT ARE DISRUPTIVE TECHNOLOGIES AND 
WHERE DOES DATA PRIVACY FIT?

The list of disruptive technologies is seemingly without limit. 
Machine learning, artificial intelligence (AI) and edge computing 
are three popular examples many companies are considering 
today. While any technology has the potential to be “disruptive”, 
some stand out from the others. 

Truly disruptive technologies are considered innovative and 
have the potential to dramatically change how a project operates 
which include supply chain optimisation tools, digital fabrication 
software, IoT (Internet of Things) Integration such as wearable 
devices and schedule automation. These are major evolutions to 
a business to streamline current processes that save time and/
or money.

Big data provides construction companies 
with a method to collect, analyse, and apply 
vast amounts of information to help solve 
business problems and provide critical, 
informed insight for future activities. 

It helps companies complete projects on time, bid more 
accurately, and build more efficiently. These emerging 
technologies do provide a competitive and innovative edge 
within the industry to gain more insights and make better 
decisions in construction management, by not only accessing 
significantly more data but by analysing it to draw practical 
project insight to deliver a commercial advantage. 

Big data in construction, however, also poses a significant 
challenge when it comes to collecting, sharing, and using 
personal data generated across the complex construction 
ecosystem and this is where data privacy must be considered.

Whilst there are clear benefits in using large volumes of data in 
this way they do present potentially unforeseen data protection 
and privacy risks if data protection by design and default is not 
considered at the outset which we’ll explore further.

WHAT COULD BE THE DATA PRIVACY RISKS?

A data privacy risk could involve the processing of data, which 
doesn’t actually solve the problem and your project could be 
an expensive failure. You may not have considered the intrusive 
effect of monitoring individuals who use wearable devices on 
project sites/buildings, that track geolocations and behaviours. 

This could mean that individuals 
could adapt their behaviour due to 
the surveillance and from a privacy 
perspective, curtailing someone’s freedom 
of expression is a human rights issue.

Moreover, you could lose trust from individuals and attract 
monetary penalties from the Information Commissioner if you 
use machine algorithms to make decisions, such as using facial 
recognition technology for employee attendance tracking and 
time-recording. 

If data protection and security is not considered as part of the 
deployment of these technologies, it could lead to a data breach. 
As an employer, you would need to ensure that the vendor 
supplying tool has carefully considered their obligations under 
data protection and considered the risk of algorithmic racial or 
sexual discrimination or bias. As an example, a review of Facial 
Recognition software found that the software misidentified 0.8% 
of lighter skinned males, compared to 34.7% of darker skinned 
women.

HOW CAN THE CONSTRUCTION INDUSTRY 
AVOID THESE DATA PRIVACY PITFALLS

In order to assess your processing activities for monitoring 
individuals, a Data Protection Impact Assessment (DPIA) must 
be undertaken to consider the potential risks and mitigations 
which will enable you to demonstrate compliance with the 
Accountability principle as detailed within the legislation. This 
will allow you to determine the lawfulness of processing and to 
ensure the minimum amount of data is used for the purpose and 
not retained for longer than necessary.

Data Privacy anD Big Data

http://gendershades.org/index.html
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As well as undertaking a DPIA, it is recommended that an 
Algorithmic Impact assessment be completed that will allow you 
to assess and mitigate the impact associated with deploying 
automated decision making software. This assessment will 
enable the company to offer an alternative method of data 
collection where the assessment has identified a potential risk of 
discrimination to mitigate the risk.

The most important element is to demonstrate transparency and 
openness as to how information is being used and allow people 
to exercise their individual rights such as the right of access or 
their right to opt-out.

The benefits of deploying a sound privacy management 
framework is of commercial benefit demonstrating that solutions 
offered are innovative, offers value for money to establish 
compliance with data protection and security as its fundamental 
principle.

Our case studies demonstrate how we have assisted clients 
in mitigating their risks in relation to Algorithmic Impact 
Assessments and within a leading Global Construction Services 
company.

THE FUTURE OF BIG DATA IN CONSTRUCTION

 ♦ The construction industry post pandemic will embrace 
digitisation to realise technology’s potential to positively 
impact operations in 2021 and beyond by using big data 

 ♦ Digitising workforce management to assist companies to 
recognise the benefits in labour costs through more accurate 
budgeting and planning and enhanced employee experience 
through efficient and effective project scheduling with data 
privacy at its core

 ♦ Smart innovative building solutions will be deployed within 
new building projects that enable data-driven workplace 
analytics to occur, which will mean that building owners, 
tenants, and vendors must look at security from a technical 
perspective as well as ensuring those involved in handling 
personal data are aware of best practices and issues and can 
act quickly in the event of a security breach.   
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